2008 T-FE 28 21 0] (ke kgl 5B 2148 198

: ZF BMHMS E5
Hamming @t A4S S¢t
Al o BAd 00 A= SEA
ohal' ﬁﬁl‘ﬁ o 4 c5lo o':oF
OlRA", $HY, AsA”, ZHY
RATfstD MAMIIB D, CRANE D HRH FE IS

Enhancement of the Correlation Power Analysis Attack

based on the Hamming Value Analysis
You—Seok Lee”, Kyung—Won Song”, Ho—Won Kim™, Hyoung—Nam Kim”
“School of Electrical Engineering, Pusan National University
“Dept. of Computer Science & Engineering, Pusan National University
“hnkim@pusan.ac.kr

Abstract: g ¥4 w3t Ay Fo B E
=94 A ARE  EAste  dEste] AlgH
HE71E ol Wolth o8 Fad 34 FolA
AEarskol 43 5AE o8& CPA (Correlation
Power Analysis) 7|H< 49 54 uid @
A7 FYEAT. B =R s CPA s247]4H9
Aes P77 98 SAF EAAAE gdstste
wete]l  tiElA Attt ReoAd¥S Fohe] Altd
ZIWHel 7IE FAd TAY asAAeE FHANANES
Helt,

Keywords: Correlation Power Analysis, CPA, side
channel attacks, Hamming weight.

G A R M s

st/ S o] & olgste] ¢F

st=so] =

(e} (e}
2o 2o Anse A

== T =

53} A9 FA4AA TS W AY vE7TY

TLARE FEIE YA FHAE FFE (Side

Channel Attack) # Heke] & 3o FHa k.
ozl RAd FANE FoA AHarn BAHS =3

L

TS F33= CPA (Correlation Power Analysis)
[1]&= 349 A9 2x2g7 s gugFed 93t &
A A9 8 AHREe Hamming Weight %+
Hamming Distance?] F3##AE T3t H|EI|E F

gl

Aale WP o R, HT CPAC 7|43l opkd A+tr
FHE 3l 2y CPAY A9 A#txe o] gy :=
Hamming #%¢ X7} 93] 7] dwtol 24 1l
E7F w2 gle] digk 4FS A&57] A e TA

This work was supported by the Korea Science and Engineering
Foundation (KOSEF) grant funded by the Korea government (MEST)
(No. R01-2008-000-20987-0-(2008)).

A 2% 71 o= X fAHofok &)
g kA, E =7+ Hamming 3t 7
e bits s w@ste] A AleE v

o B
PA 3A71MS) 45S BN F

L

= =2
o] =
TR

@)

II. Correlation Power Analysis

A4 712 CPAT wHU7E FAHE7]
Mool d53 A Al dojA= A
& Atole] ARAISFE o] &3ttt o]He A
Hamming Weightt} Hamming Distance”}
Hamming Weight= A3} bit oA © 17 2
ol ols) AA % Hamming Distance:= ©|d 3ty
@Al bit & FAA e #S dERE bite] FE %
$ttl, Hamming #3 A4 E A4 2358 47 H 9
W et st Al Puw = o33 o] Fafzitt.

oL r_>fl_4

iy
N =
W

=
h

]
il

pi

A

(

ols
—_—

R =P A
oo &Y
Horlo o @ o2
i

[

Lr-leEJ
it

_COV(H.W) _E[HW]-E[HIEW] |

HW
0L 0y 040y
714 o, % o, 27 Hamming #% #3148 A%
o] FFEUAE HEAT(1], [2]. A sAdA A
FE ol&ste] 71E BT A E BRE e E 7l =
ol ot FaAFE FElok a olmo] Fd Al
re thewt 2ol vhehd 4 gluk,
N J— —
;(Hdl _Hi)(\Nd,i _Wi) 7 (2)
r..= =
" \ % 2
\/Z(Hdl _H|) Z(vvdl _W|)
d=1 d=1
o714 N2 sAd ol&d FAd a9 FolH ;9
i 77t AT Qdese) HaER 715 e,
CPA 47IHL athe] 54 bitsE o= o4



2008 FLE 28 21 0] fagmrna e o ahsck 2 214 198

Number of occurrences

0

1 2 3 4 5 6

Hamming Weight
% 1. Hamming Weight &) 3|2&E 13,

7 8

3= DPA9E 9] Hamming Weight =+ Hamming
DistanceZ ©|83}7] wlo =& bite] FFS 1HsH

A& FYs 22 DPART U2 AFS 7FA Al th
a3y bite] ¥ 544 Hamming #E°] 7 L3HA
BxslA] @&7] wjito] Ao o]&¥E ATE £
ARG 4T ol FAFer HAINE AFEsA FAL 4
Atk wEbd B =RolMqE o]#dt CPA F249
S 557 9% weks A
. ®Metste 2xiE 34 71y

CPA 9o ©@HE& A3yl Y3t A o &

AA T FAe o] 8T F = EF9 bit = 8 A=

7} &3l Hamming Weight & ©]&3le] CPA T4%
sttt 7FASERE. o]w]l  Hamming Weight 7}
7t Hulgke 8, 183 HAaw2 0 o] "t 7Hsgt
BE g S2EORE o]§ste] YEhEH ¥
1o AASFAY. 42e] Hamming Weight #ko] YERS
&S AXbed o 2

P[HW =0] = P[HW = 8] =1/256

P[HW =1] = P[HW = 7] =8/256 =1/32
P[HW = 2] = P[HW = 6]=28/256 =7/64
P[HW =3] = P[HW =5] =56/256 = 7/32
P[HW = 4] = 70/256 = 35/128

3)

21 (3)ellA BZo] tiF-iEe] Hamming Weight #t2
2 9 6 Aol #Es ZHAA Hrt. wheF dest A4S
Yl Hol= BE 59 Hamming Weight 3ol
10 ¥ o] AEHojof gittm 7HHIH Ho=
2560 W o] FAHo] FPHojof TS Lt
olggt H& CPA ¥4 71¥9 Ass& AsAI=
Qa]le] HB=E o]F FH3Y] ¢k WS A
Hamming Weight ¢ %A WLE Asud
S 4 ol M =2 S & 4 Y mEkA 8bit &
Zbzy 4bit A EEEHAl HH EEE g FeA AlLkd
Hamming Weight & g3 HAgo=z 242 0 74
4 5 7HAA HY ol Aeote dE 1 ARETH
A3 =98 ¢ 4 Jdo. 2% bit ¢ Hamming

Weight #te] 852 24 (4) 9 ).

o
T

o

Correlation

1000 1500

Number of Traces

a9 2. R WA AB7E 27 A% 48 A A

0 500 2000

Correlation

1000 1500

Number of Traces

a9 3. 16 WA AB7E 7] A% 3 A 2R

500 2000

P[HW = 0] = P[HW = 4]=1/16
P[HW =1] = P[HW =3]=4/16=1/4"
P[HW =2]=6/16=3/4

(4)

29} o] Hamming Weight & A4tdl] o]&5 = bit =
Tt 7}7e) ks AAtsle] H83HA HWH Hojm
109 o]4F¢] Hamming Weight gto] &% ojof gttia
striehs 160 WMo 4% P Hue wrp 42

Fo HAd Az dFstd Algd 71E e F
At
Iv. 22 &¥

Aot FA7IHY AsHIIE fste] BT S
T3t FA A YEYT FAQ Telos BRES
AsH7IE 9% B2 AEsden HEAd
FA7IHe Aes 715 7] A%k FHAhe 3y o
A3 HrReglg, FAld 4AlEE 2000 MHz
MEFOZ 2000708 SH3 23Sl

Ao A8H FdadaEEF> AES (Advanced

Encryption Standard)e|t}[3]. AES ¢ 7= 128
bit o|™ 16 7Me AE7] &9 (lbyte)= AAkeT
zyzte]l MBIIE FA457] A3 FAA AltEE

Hamming Weight ¢ &zt Hdge 224 0 3



2008 T-FE 28 21 0] (ke kgl 5B 2148 198

0.8

Correlation

0 . .
1000 1500
Number of Traces

¥ 4. A%E 7S "Est] ALd A dHA 7]
qate FHAT AL

0 500 2000

0.8

Correlation

0

1000 1500

Number of Traces
% 5. AldE 7IME FH&3t AxtdE A HA 7))
AFate FEAT Ak

0 500 2000

X 171 47 9% & 93 &
CPA T747H
338
Fail

A B.7|
1 7]
16 7]

8oy SBOX &9 L 7|lFor ¥
a¥ 2 = 71¥9 CPA 537
HA AB71E 37 98] 1~2000
Aozt Z7e wuid Akl ARASEE
A EA ®@ AME AA doste] ALEH
FAEAS W A A A o] W3ls
18 o A Zo]l Ak

o~
T

°o]-&

#? owAd
S/hEEE gE FAAC o FdAs ghe 0 o
WA FESARE A A" 7]
FAA 7 A g wAd Azl
S7R7IE R 0.2 o] @e frAdhs A
itk olwl AA el slgEte FHA
FEAs w2 wAd AlE 57 338
7V 2 g fAstER s HEE

A ge] HAS 338 o] €k 16 MA MBEI|E
37) 9fal Adtd A @2 2" 3ol YERith

=

CPA
=gl v =
NEE o] &3t
o] MBz7] FAd)
28bit 9] 712 Lo}l & gl
CPA &4N4

ok
=

M ol
B )

A MB7)= 651 719
16 WA 71= 542 7fe] FAd sz 4o e
Feds & F otk N1E 27 9% F
of AEstart. 71E TAVIMe Aot
HlasieE 3 WA AByie] A FA Aeol
A8kl

AE & 4 =4, o] Hamming Weight =

ox Rl O o s

2] g w@ish ol Aw
Wil Ueht @golth. el 16 WAl ol
Jwe] CPA EHoR 2%
542 7)e) Rag 4
A7)

)

[e]
£D>
ol

ol
ol

32

r
®

o
fru
-0,

-0, L
fe [ =%

W Zool ™
(m I >

Lo [0 o

O
et

ol
o

A g
I )

d
=
=
B3

5

HD

an

[1] E. Brier, C. Clavier, F. Olivier, “ Correlation
Power Analysis with a Leakage Model,” in
Proceedings of CHES 2004, ILNCS 3156, pp. 16-29,
Springer—Verlag, 2004.

[2] Alberto leon-Garcia, Probability and Random
Processes for electrical Engineering, 2™ ed. Reading,
MA: Addison-Wesley Publishing Company, Inc.,
1994.

[3] National Institute of Standards and Technology
(NIST). FIPS-197: Advanced Encryption Standard,
November 2001.



